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Introduction 
The unthinkable happens. Someone walks on to a campus 
brandishing an assault rifle, a handgun, or some other 
weapon. He starts indiscriminately attacking students and 
employees. There is no happy ending to this story. The 
reality is that the nature of colleges campuses, which are 
by design open and accessible to the public, makes them 
more vulnerable to active shooters than 
K-12 schools.1 Indeed, numerous active 
shooter scenarios have taken place on 
college campuses in recent years. There 
are, however, steps that an institution can 
take today to prepare for this worst case 
scenario, analyze the legal and liability 
exposures facing campuses, and mini-
mize the potential loss of life caused by 
an active shooter. As part of emergency 
response protocols, colleges and universi-
ties are well-advised to consider taking 
steps to address active shooter scenarios 
on their campuses and to establish pro-
cedures for faculty, students, and staff to 
respond to them. Granted, it is some-
times difficult to balance the need for 
preparation and action with the desire to 
avoid creating fear and anxiety among the 
college community. But it can be done if 
colleges and universities develop active 
shooter response plans that appropriately 
acknowledge the risk, minimize liability, 
and, most importantly, help to save lives if the unspeakable 
happens on campus.  

Setting the Stage: What Is an “Active Shooter”?
The response plan to any emergency depends on the 
nature of the threat. The campus-wide response to an 
individual seeking to harm a specific target will be different 
than the response to someone pursuing random violence. 
The initial step to establishing a response plan to an active 
shooter situation, therefore, is to reach consensus about 

the precise threat to which it seeks to respond.  
The	Department	of	Homeland	Security	defines	an	“ac-

tive shooter” as “an individual actively engaged in killing or 
attempting to kill people in a confined or populated area; 
in most cases…us[ing] a firearm and [when] there is no 
pattern or method to their selection of victims.”2 In other 
words, there is some level of randomness to the victims in 

an active shooter scenario. Active shooter 
situations also typically are unpredictable, 
tend to evolve quickly, and usually are 
ongoing at the time of first response.3 

But active shooter scenarios are differ-
ent than other crimes in that untrained 
bystanders are perceived as impacting the 
results.4 According to the Federal Bureau 
of Investigation (FBI), “[u]nlike a defined 
crime, like a murder or mass killing, the 
active aspect [of the term “active shoot-
er”] inherently implies that both law en-
forcement personnel and citizens have the 
potential to affect the outcome of the event 
based upon their responses.”5	Developing	
a coordinated and complete response 
plan for an active shooter is extremely 
important given the unique influence that 
bystanders have on the ultimate result.  

The Prevalence of the Active 
Shooter: Statistics
The FBI recently conducted a study of 

160 active shooter incidents in the United States be-
tween 2000 and 2013.6 The FBI’s findings established 
an increased frequency of active shooter incidents annu-
ally during this 13-year period.7 According to the FBI, 
486 people were killed during these incidents and 557 
were wounded; 60 percent of the active shooter incidents 
ended before police arrived.8 

Importantly, the FBI study found that 39 of the 160 
(24.4 percent) active shooter scenarios during this time 
period took place in an educational environment.9 Indeed, 
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campuses, including those caused by active shooters, are 
rare. Nevertheless, given the potential loss of life associ-
ated with an active shooter and the public attention on 
the topic, there exists a potential for liability if an active 
shooter incident takes place at a college or university.    

Legal Implications of an Active Shooter
While it may seem unfair that a college or university 
could face liability for an individual coming onto campus 
and committing a criminal shooting spree, there ex-
ists a reasonable possibility that an institution of higher 
learning will be sued in connection with an active shooter 
scenario. Often as part of their grieving, the surviving 
families of victims seek to find someone to blame for their 
losses. As a result, a college or university may face legal 
exposure if an active shooter scenario occurs. Understand-
ing the likely legal issues of such a suit should help an 
institution mount a defense and establish pre-suit proce-
dures that minimize the risk of liability.      

Negligence
Negligence is a likely theory of liability that would be as-
serted against a college or university after an active shooter 

educational settings were the second largest location type 
of active shooter scenarios that took place during 2000-
2013.10 At institutions of higher learning specifically, 
there were 12 active shooter scenarios in this timeframe.11 
In nine of these incidents, the shooter was a current or 
former student; in two incidents, the shooter was an em-
ployee.12 See Figure 1.

Notably, 117 individuals were killed and 120 were 
wounded during active shootings at educational facili-
ties.13 These are higher casualties than in other settings.14 
Of all 160 active shooter incidents reviewed by the FBI, 
Virginia Polytechnic Institute and State University had 
the second highest casualty count, where casualties in-
cluded administrators, faculty, staff, and students.15   

Notwithstanding these sobering statistics, the over-
all number of crimes reported between 2001 and 2013 
decreased by 34 percent, according to the National Center 
for Educational Statistics.16 Moreover, according to a 
2010 FBI study, only 0.2 percent of all violent crimes 
reported on college campuses involved murder or non-
negligent manslaughter.17

While even one violent crime on campus is unac-
ceptable, the fact remains that killings on US college 

FIGURE 1: Graph of Location Categories, originally prepared by and reproduced for this article from, A 

Study of 160 Active Shooter Incidents in the United States Between 2000-2013, published by the FBI
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scenario. The institution’s carelessness would be alleged to 
have caused the injuries sustained by the victims of the ac-
tive shooter. The plaintiff would have to prove that: 1) the 
institution owed a duty to the victims, 2) the institution 
breached the standard of care (by failing to take reason-
able action to prevent and/or respond to the attack), 3) 
the institution’s breach caused the incident/injuries, and 
4) the victims suffered damages (personal injuries, death, 
loss of income, loss of enjoyment of life, pain and suffer-
ing, etc.) as a result of the attack.  

Loss of Consortium
A loss of consortium claim is a separate 
and distinct claim that could be brought 
in connection with an active shooter 
scenario. In this type of claim, the next 
of kin of a victim of the active shooter, 
such as a spouse or parent, could bring a 
separate claim for loss of consortium.    

Negligent Infliction of Emotional 
Distress
This theory of recovery recognized in 
many states allows a victim’s close family 
member who witnessed the harm and 
experienced related emotional distress 
to recover for those injuries. A college 
or university might face a separate claim 
under this theory if, for example, a close 
relative rushed to the scene and wit-
nessed the shooting or its aftermath after 
hearing about it in the media or from a 
family member trapped in the affected 
area of the active shooter.  

Negligent Hiring and Supervision
A plaintiff might allege that a college or 
university is liable for failing to hire staff 
with adequate education, experience, training, and knowl-
edge of responding to active shooters. A plaintiff may also 
allege that senior level college personnel are liable for fail-
ing to properly supervise staff in active shooter prevention 
and training. If a staff or faculty member was the shooter, 
it also could form the basis of a negligent hiring/supervi-
sion claim.   

Contract Claims
A student or faculty member who suffers an injury in 
connection with an active shooter may bring a breach of 
contract or promissory estoppel claim against a college 
or university. This type of claim would involve allega-
tions that statements and promises set forth in marketing 
materials, or in student or employee handbooks about 
what the institution will do to protect faculty and stu-
dents, constitute contract or quasi-contract terms that the 
institution breached when it failed to prevent the active 

shooter or failed to respond swiftly once 
the incident happened.  

Occupational Safety and Health Act 
(OSHA)
A college or university also could face 
liability under OSHA in connection with 
an active shooter scenario.18 The General 
Duty	Clause	of	OSHA	requires	em-
ployers to provide employees a place of 
employment free from recognizable (e.g. 
reasonably foreseeable) hazards that are 
likely to cause injury, including death.19 
Such clause might be found to have been 
breached if faculty or staff are injured 
during an active shooting scenario on 
campus. In that case, there might well be 
an OSHA violation that could lead to 
penalties and fines for an institution.20 

Joint and Several Liability
Many states recognize joint and several 
liability – the principle that each de-
fendant is liable for the full amount of 
damages awarded no matter the relative 
degree of fault. Through contribution, 
defendants held liable for more than its 
pro-rata share may seek partial reim-

bursement from other tortfeasors. Importantly, this right 
of contribution encourages defendants to name other 
tortfeasors to reduce the overall exposure. As a result, 
there exists a legitimate possibility that a college or uni-
versity would be named in any lawsuit resulting from an 
active shooting on campus even if the institution has only 
limited responsibility and even if the actual victims do 
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not file suit directly. For example, a mental health provider 
that failed to see the warnings signs of the active shooter’s 
violent tendencies, or law enforcement officials accused of 
responding too slowly, may well file a contribution claim 
against the college or university.     

While it may face suit in an active shooter scenario, 
a college or university is not without defenses on several 
legal grounds.  

Indemnification
If a college or university gets sued, it should immediately 
consider whether it has a basis to seek defense or indem-
nity from another entity. Assess whether there exists any 
written agreement, for example with a 
local law enforcement agency or a private 
security company, or a lease with landlord, 
whereby these other entities may owe 
the institution defense and indemnity for 
their failures in connection with an active 
shooter	scenario.	Depending	on	the	scope	
of the indemnification provision, a college 
or university might have an argument that 
any cause of action filed in connection 
with a shooting arose from the contract-
ing entity’s negligent management of the 
facility or their negligent administration 
of services they agreed to provide to the 
institution.  

Charitable Immunity
Many states have statutes or common law 
that limit liability and/or damages of a 
charity.	Typically,	colleges	and	universities	
qualify as a charity to which the immunity 
applies.  

Inadequate Proof
Colleges and universities will also be able to defend them-
selves on the basis that Plaintiff cannot prove the required 
legal elements. If the shooter was completely unknown to 
all of his victims and to the faculty and staff (or if faculty 
and staff had no reasonable indication beforehand of the 
shooter’s propensity toward violence); if the attack hap-
pened swiftly and without any warning; or if the institution 
reacted quickly and appropriately, helping to minimize the 

number of victims, end the attack, and provide medical 
attention as necessary, these facts would support a conclu-
sion that the institution acted reasonably without a breach 
of any standard of care or contractual duty owed to the 
victims. On facts like these, there exists a strong argu-
ment that any injuries sustained during a shooting were 
caused by the unpredictable, unforeseen psychiatric break 
of a disturbed individual who independently and without 
reasonable warning to anyone at the college went on a 
criminal shooting rampage. A contract or negligence based 
claim would likely fail for, among other things, the lack of 
the breach of any duty on the institution’s part to protect 
the victims from the shooter.  

Any cross-claim for contribution 
would also likely fail for the same reasons, 
as long as there is no evidence that the 
institution ignored warning signs of the 
shooter and/or failed to prepare for and 
respond swiftly and appropriately to the 
shooting.

With that said, if university faculty or 
staff missed warning signs or inadequate-
ly responded to the shooting, knowing of 
the risk, the legal analysis would change 
substantially. If, for example, faculty 
knew of a shooter’s mental health issues 
and/or a threat he presented, an institu-
tion’s likelihood of liability and its expo-
sure would significantly increase. Given 
the media coverage of mass shootings on 
college campuses, the risk of an active 
shooter scenario is or should be known. 
In that case, a college or university could 
be found liable if it has no active shooter 

response plan, or an inadequate one, and/or it fails to 
adequately communicate, train for, and implement such 
a plan. Having a comprehensive active shooter response 
plan will serve as critical evidence that a university took all 
reasonable steps to fulfill its duty to address the risk of an 
active shooter, thereby mitigating liability and damages. 
More importantly, such a plan is likely to actually save 
lives.  
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Examples of Different Approaches for 
Active Shooter Response
The	shootings	at	Columbine	in	1999	and	Virginia	Tech	
in 2007 served as early catalysts for a change in the 
response to active shooter situations. Before these tragic 
mass shootings, standard operating procedure involved 
waiting for a specialized law enforcement task force to 
arrive to deal with the active shooter threat. Now, it 
is widely accepted that there must be a more immedi-
ate response not only by law enforcement, but also by 
the individuals placed in harm’s way who often lack any 
formal response training.21 What precisely that immediate 
response should look like has been widely debated. While 
there will undoubtedly be continued discussion, law 
enforcement and other industry groups have developed 
practices that they believe minimize the potential loss of 
life in the unlikely event that an institution is targeted by 
an active shooter.  

Evacuate, Hide Out, Take Action  
The	US	Department	of	Homeland	Security	advocates	
the	“Evacuate,	Hide	Out,	Take	Action	against	the	active	
shooter” approach.22   

Under this approach, individuals who face an active 
shooter should first try to evacuate the premises if there is 
an accessible and safe path.23 Homeland Security suggests 
having an escape plan in mind whenever entering a build-
ing.24 While individuals are encouraged to help others 
get out of harm’s way, they should escape the area even if 
others do not follow.25 Individuals who can evacuate are 
advised to leave their belongings and, difficult as it may 
be, avoid assisting the wounded encountered during the 
escape.26 Individuals able to run should keep their hands 
visible so that police do not mistake them for the assailant 
and call 911 as soon as possible.27 

If an individual cannot evacuate, the next step is to 
“hide out.”28 The idea is to locate a place to wait out the 
attack where the active shooter is less likely to find you.29 
The hiding spot should be out of the active shooter’s 
view and offer protection if shots are fired, such as in an 
office with a closed and locked door.30	To	prevent	the	
active shooter from finding people hiding out, individuals 
should minimize noise by remaining quiet, silencing cell 
phones, and turning off other sound sources, such as tele-
visions or radios.31 Once in the hidden location, individu-

als are encouraged to protect themselves from injury by 
hiding behind large, heavy items, like cabinets or desks.32 
To	prevent	the	active	shooter	from	entering,	individuals	
are encouraged to lock and barricade any door.33 If pos-
sible, the chosen hide out should be in a place that does 
not restrict further movement if there is an opportunity 
to get away.34 Individuals should also call 911 if possible 
to alert responders of the active shooter’s location.35 If the 
active shooter is close by, Homeland Security suggests 
leaving the phone connected to allow a dispatcher to listen 
even if speaking is not possible36 so that law enforcement 
can track the cell phone and isolate the hiding location.  

If neither evacuation nor hiding out is possible and 
one’s life is in imminent danger, the last step is to “take 
action against the active shooter.”37 Individuals left with 
this option should forcibly attack the active shooter and 
“act…as aggressively as possible.”38 Throw items, yell, use 
improvised weapons against the shooter, and fully commit 
to all actions.39 At this point, when no other response is 
possible, the idea is to use all force possible to save your-
self from the shooter. 

Two	other	concepts	for	active	shooter	preparedness	
and response that have emerged in the college and uni-
versity setting have been coined “Run, Hide, Fight” and 
“A-L-I-C-E.”40 

 
Run, Hide, Fight
The three-step approach of Run, Hide, Fight is a com-
mon method employed by universities and colleges to 
respond to an active shooter.41 Some describe the Run, 
Hide, Fight “mantra [as]…the standard at colleges in the 
event of a campus shooting.”42 It is similar to the approach 
advocated by Homeland Security.    

As the response name suggests, the first course of 
someone who finds him or herself in an active shooter 
scenario is to run to a safe location away from the active 
shooter.43 Individuals are expected to leave the affected 
area whether or not others follow, call 911 when out 
of danger, and advise other bystanders to not enter the 
dangerous area.44 

The next option in this approach is to find a place 
to hide.45 Individuals are advised to turn off lights, lock 
doors, and remain as quiet as possible, including by turn-
ing off electronic devices.46 This part of the response is 
often called a “lock down.”   
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If an individual cannot run or hide and his or her life 
is in imminent danger, then the last resort is to fight the 
shooter.47 The idea is to aggressively attack the shooter 
and use any and every method possible, including using 
real or makeshift weapons, to overcome the active shooter 
so that the violence stops.48 

Some detractors argue that “Run, Hide, Fight” fails to 
take into account all the realities of an active shooter sce-
nario.49 For example, it fails to address the natural “freeze” 
response that many people have to sudden, unexpected 
violence.50 Critics also claim that it presumes a one-size-
fits-all, linear response approach.51 In other words, it gives 
the impression that each step must be completed before 
moving on to the next, when it may be more appropriate 
to “fight” in the first instance without 
ever running or hiding. This same criti-
cism could be made of most of the multi-
step active shooter response protocols. 
To	address	these	concerns,	it	is	impor-
tant that trainers make clear that any 
response plan which is condensed into 
a	few	simple	words	should	NOT	create	
a rigid step-by-step approach; rather, it 
provides a set of options that must flex-
ibly considered and applied depending 
on the particular facts and circumstances 
one faces.   

A-L-I-C-E
A-L-I-C-E is an acronym for Alert, 
Lockdown, Inform, Counter, and Evacu-
ate.52 It has many of the same steps as 
other approaches, although it places 
them in a different order. The biggest 
difference is that while the three-step approaches dis-
cussed above advocate for escaping to safety as the first 
and preferred approach, in A-L-I-C-E this is the last step.  

According to the A-L-I-C-E response method, the 
first thing individuals facing an active shooter should do 
is to call 911 and tell the operator what the individual is 
witnessing.53 The idea is to provide law enforcement with 
as much information as possible about exactly what is 
happening as early on as possible so that responders can 
better tailor their reaction to the precise circumstances.  

The next two steps are to lockdown in the affected 

area and then inform others of what you plan to do if the 
active shooter approaches the area.54 Proponents of A-L-
I-C-E believe this type of coordinated approach increases 
the chance of survival. The fourth step of A-L-I-C-E 
is to counter the active shooter.55 Initially this should 
involve trying to escape or evacuate. However, if this is 
not possible, the “counter” step of the A-L-I-C-E involves 
individuals launching an aggressive offense against the 
active shooter.56 Much like the “fight” or “take out” steps 
of the approaches above, at this point, individuals should 
use anything they can find as a weapon to attack the 
shooter.57 The hope is that the individuals will be able to 
disarm the shooter or at least disorient or slow him down 
long enough that they can escape to safety. This leads to 

the final step of A-L-I-C-E, which is to 
evacuate the area when advised by law 
enforcement or when individuals feel it is 
safe to do so.58   

Other Examples 
There are other plans that have been 
developed to respond to active shooter 
scenarios.   

“Get	Out,	Hide	Out,	Take	Out”	is	
very similar to “Run, Hide, Fight,” al-
though it uses slightly different terminol-
ogy. It calls for individuals to get away 
from the place where the shooter is at-
tacking and escape to safety as their first 
option.59 If that is not possible, individu-
als lockdown and barricade themselves 
in a secure area and, as a last resort, take 
out the shooter by actively confronting 
the shooter and aggressively fighting to 

save oneself.60   
“Evade, Barricade, Overwhelm” is another three-step 

process to responding to an active shooter.61 It is some-
times called “Avoid, Barricade, Confront.”62 Advocates to 
this approach believe the meaning of these primary steps 
are broader and more dynamic than the terms used in 
other response plans.63 “Evade” calls for a person to escape 
in the direction away from the violence, staying low to the 
ground and remaining cautious around corners and other 
blind spots.64 When law enforcement is encountered, the 
person should raise his/her hands in the air and follow 
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all instructions.65 In this way, the person avoids remain-
ing stationary and becoming a possible passive target. For 
the “barricade” element, a person should lock the door, if 
possible, and/or block the door with furniture and other 
heavy objects.66 Individuals are advised to remain as quiet 
as possible, including by silencing electronics, close blinds 
and turn off lights.67 Lastly, individuals collectively act to 
“overwhelm” the shooter. This involves preparation and a 
collective effort, not just the heroism of one person who 
will stand up and fight, preparation, and it also offers the 
element of surprise.68

“React, Escape, and Survive” the threat is yet another 
version of active shooter response.69 This approach is less 
specific than the other methods. Inherent in the vagueness 
of this approach is the idea that active shooter scenarios 
are by nature dynamic and difficult to respond to in a one 
size fits all approach. A more vague approach like this has 
the benefit of educating individuals that they must at all 
times be flexible in thought and action to save themselves 
from the threat of an active shooter.70  

There are also competing theories for active shooter 
response that encourage bystanders to actively engage 
the shooter immediately before attempting more passive 
responses like getting out or hiding. Some argue that the 
best chance of survival when one encounters an active 
shooter is to engage any and every method of resisting the 
shooter.  

Considerations for Developing a Response to 
Active Shooters
While it is true that the likelihood of a college or univer-
sity experiencing an active shooter is extremely low, an 
institution is still well-advised to develop a response plan 
as part of its emergency preparedness. Given the media 
coverage of mass shootings, parents of college students 
expect universities to have comprehensive emergency pro-
tocols in place to keep their children safe. More impor-
tantly, given the risk of significant carnage to faculty, staff, 
and students in the unlikely event of an active shooter, 
developing and executing a response plan is a relatively 
simple way to increase the chances of survival. Having an 
active shooter plan also should mitigate the risk of liability 
to college and universities.    

The examples above provide some guidance about the 
components of active shooter response plans. But, as with 

any other policy, colleges and universities should develop 
active shooter response plans that are tailored to their 
particular circumstances. For example, a private college 
in a rural town may require a different active shooter plan 
than a public university in a large city. It is important 
to remember that the precise terms of an active shooter 
response will differ for each institution, depending on its 
risk assessment, as well as the individualized educational, 
philosophical, and social missions of the institution. 
Colleges and universities must tailor any active shooter 
response plan to their particularized needs and available 
resources. In addition to understanding the common 
concepts for active shooter response, including the ones 
discussed above, the following considerations may further 
aid a college or university in deciding what it should 
include in its active shooter response plan to manage the 
risk on its campus:

•	 Assess the risk. As an initial step, a college or uni-
versity should conduct an assessment of the risk of 
an active shooter on its campus. This may begin by 
identifying the institution’s particular vulnerabili-
ties so that it can tailor the active shooter response 
plan to the actual risks, needs, available resources, 
and mission of the college/university.  

•	 Review a campus map. To	determine	the	appro-
priate steps of an active shooter response plan, a 
college should also evaluate the design and layout 
of the campus. A university should know the 
campus layout and consider whether it is desirable 
and/or feasible to limit access to certain parts of 
campus, to routinely limit entrance points, and/or 
to install additional security cameras on campus.71 
It should also understand the physical facilities 
where it may be most vulnerable and integrate this 
information into a response plan. 

•	 Use a team. Consider creating a multi-disciplinary 
team to develop and implement the active shooter 
response plan.72 An institution may choose represen-
tatives from the faculty, staff, and students to prepare 
a written plan and to discuss its implementation. It 
should also evaluate when and how often the team 
should meet after the plan is finalized to discuss 
appropriate training or other preparedness exercises, 
as well as the need for plan revisions to account for 
developments, new risks, and/or new resources.  
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•	 Cooperate with local police and/or other indus-
try professionals. A college should evaluate the 
capabilities of local law enforcement agencies in 
responding to active shooters. It may consider 
creating and implementing an active shooter plan 
with cooperation from local law enforcement. A 
college/university may also consider hiring pri-
vate contractors or consultants with emergency 
management backgrounds.  

•	 Account for differential training and knowledge. 
Faculty, staff, and students who will implement 
the active shooter response plan may not have 
any self-defense training and will likely lack any 
meaningful understanding of the psychology of an 
active shooter or his or her mental health issues.73 
Given this, colleges may wish to resist implement-
ing an active shooter response plan that advocates 
for fighting/resisting an active shooter as the first 
line of defense. An institution may also wish to 
avoid implementing a response plan that advo-
cates for negotiating with the shooter. Colleges 
should evaluate whether a multi-step plan where 
individuals first get away, next hide/obstruct the 
shooter, and lastly resist the shooter if necessary is 
more appropriate. While the terminology differs, 
many active shooter response plans accept this 
type of approach, which indicates some level of 
consensus among experts in the field, an impor-
tant consideration for an institution as it decides 
how it should respond.

•	 Be clear and concise. Simplify any active shooter 
response plan to the extent possible, particularly 
when training. In a highly stressful situation 
where one’s life is in danger, an individual is much 
more likely to recall and act upon simple action 
steps rather than complicated contingency plans 
that attempt to address every possible eventual-
ity.74 This is precisely why active shooter response 
plans are often consolidated to three or four easy-
to-remember steps. 

•	 Integrate a communication system and publicize the 
plan. The Higher Education Opportunity Act 
requires colleges and universities to notify the 
campus community in the event of a significant 
emergency and to publish the procedures to im-

mediately notify the community upon the confir-
mation of a significant emergency or dangerous 
situation, unless it would compromise efforts to 
contain the emergency.75 Given these require-
ments, as part of developing an active shooter 
plan, a college/university should consider the 
most effective way to communicate with faculty, 
students, and staff about the presence of an active 
shooter and how to respond to that danger. Col-
leges should ask themselves whether notice of an 
emergency should happen by email, text message, 
social media, or other avenue, and then consider 
how to integrate information about the alert 
system into the active shooter plan.76 The institu-
tion should also make sure that faculty, staff, and 
students know where the active shooter response 
plan is available, whether or not it is part of the 
general emergency preparedness protocols.

•	 Include a plan for training. An institution should 
consider the most effective way to teach students, 
faculty, and staff about the institution’s expecta-
tions in the event of an active shooter. A college/
university should consider providing specific 
training for active shooter response. A college 
will have to assess not only who to train but how 
to train them. For example, consider who among 
faculty, staff, campus police, or students should be 
trained and whether training should be manda-
tory or voluntary. An institution might also con-
sider the timing of the training. Should it happen 
only at orientation, during each academic year, or 
periodically on some other schedule? Finally, the 
format of the training should be analyzed careful-
ly. One college might decide to provide only writ-
ten materials, while another may choose to use 
training videos, live presentations, role playing, 
or even unannounced drills. Given that there is 
faculty turnover and students are bombarded with 
a variety of policies, particularly the first week and 
first year of school, consider updating the plan 
and conducting regular educational sessions on an 
ongoing basis. This will increase the chances that 
faculty, staff, and students can absorb the materi-
als so that any real-time response happens almost 
intuitively,77 thereby maximizing survival, given 
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how quickly a real-life active shooter scenario 
occurs. 

•	 Be aware of anxiety/fear. Any institution with an 
active shooter response plan should balance com-
municating the importance of having and under-
standing the plan with minimizing anxiety about 
active shooters. An institution should make every 
attempt to educate all faculty, students, and staff 
that the likelihood of an active shooter scenario 
actually occurring is highly unlikely. Emphasizing 
that a desire for preparedness formed the basis 
for the institution’s decision to develop a response 
plan will help in this regard.  

•	 Do not forget prevention. The best and most effec-
tive way to mitigate the risk of an active shooter is 
to stop it from ever happening. Importantly, many 
of the major shootings on college 
campuses have been connected to 
students upset about a perceived 
academic issue.78 Implementing 
an active response shooter plan, 
therefore, may also involve edu-
cating faculty, staff, and students 
about identifying warning signs 
of an active shooter scenario. 
Indeed, faculty and staff may 
be in the best position to react 
to at-risk individuals who make 
threats or otherwise express 
anger or resentment against the 
college/university.79 An institu-
tion that effectively deals with these types of issues 
in many cases can avoid an active shooter scenario 
altogether. In doing so, remember an institution’s 
obligations under the Family Educational Rights 
and Privacy Act (FERPA) and the privacy rule of 
the Health Insurance Portability and Account-
ability Act (HIPAA).80 While FERPA has an 
exception for disclosing certain personally iden-
tifiable information in emergencies, this may not 
protect a college or university if such information 
is disclosed during a false alarm, like if someone is 
perceived, but turns out not to be, at risk of com-
mitting violence on campus.81

Conclusion
It is unpleasant to contemplate an active shooter coming 
onto a college or university campus to invoke mass casual-
ties on faculty, staff, and students. Fortunately, the odds 
of any institution facing such an incident is low. Nonethe-
less, undertaking efforts to prepare for the worst will help 
ensure the safety and survival of employees and students. 
One can find many examples of active shooter response 
plans that have been vetted by security experts and law 
enforcement agencies and adopted by colleges and uni-
versities. Many outlets also produce guidebooks, posters, 
and videos to help develop plans for responding to active 
shooters. While these materials can be helpful, institu-
tions should avoid blindly adopting practices common 
to other institutions that may or may or may not fit their 
particular needs, risks, or mission.82 Active shooter re-

sponse plans should be individualized to 
each college or university. In the end, de-
veloping an effective response plan comes 
down to three important elements: 1) 
prevention; 2) preparation; and 3) execu-
tion. If a college or university relies on 
these principles, they can minimize the 
likelihood of an active shooter, mitigate 
liability and exposure, control anxiety, 
and maximize the chance of survival on 
campus.   

The best and most 

effective way to 

mitigate the risk of 

an active shooter is 

to stop it from ever 

happening. 
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